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Now, everyone




Do you like static
type analysis?




<72php

v =1[1, 2, 3],
echo json_decode($v);
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Found 2 errors

Line Error
< > p h p 4 Parameter #1 $json of function json_decode expects string, array<int, int> given.
.
4 Parameter #1 (mixed) of echo cannot be converted to string.

v =[1, 2, 3];
echo json_decode($v);
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<72php

v =1[1, 2, 3],
echo json_encode($v);
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<72php

Sv ="[1, 2, 3]}
var_dump(json_decode($v));
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<7php

$v = file_get_contents('data.json’);
var_dump(json_decode($v));
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Parameter #1 $json of function json_decodd expects string, string|false given.

<72php

$v = file_get_contents('data.json’);
var_dump(json_decode($v));
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file_get_contents

Change language: | Japanese

A4

Submit a Pull Request

Report a Bug

(PHP 4 >= 4.3.0, PHP 5, PHP 7, PHP 8)
file_get_contents — 7 7 1 ILODRBZ L TXFINCHRHFAD

file get_contents(

string $filename,

bool $use_include_path = false,
?resource $context = null,

int $offset = 0,

?21nt $lepgth = null

file_get_contents()ld 7 7 1 ILOABZ XFIICHEHAD AEEULTHFELWHEDTY, HULOSHITR—MLTWNIE /N7 A—TY >V RAALDL

DICAXAEI Y Y EVITEMIADERINE I,
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<72php

T (Ifile_exists('data.json’)) {
return,
)

// maybe safe
$v = file_get_contents('data.json’);

var_dump(json_decode($v));

DIXIV



19

<7php

it (Ifile_exists(data.json)) 1 ol enaBe i
return; Y IZ L TR A
¥

HZLLToL
// maybe safe?
$v = file_get_contents('data.json’);

var_dump(json_decode($V));
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SvAMET (2 falselZ
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<?7php 7 —3 3 (KRB)

$v = file_get_contents('dz on');

assert($v == false);
var_dump(json_decode($Vv));
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<?7php  STHEMERTEHRAY

/** @var string */
$v = file_get_contents('data.json’);

var_dump(json_decode($Vv));
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PHP Playground

PHP Playground let you to execute basic PHP code in real time using WebAssembly technology.

About PHP Playground?

g < Request and Report Version: 3.3 Ul Theme: o: HTML Preview

<?php

1
2
3
4

var_dump(file_get_contents('not-exists.json')); _# Warning: PHP Request Startup: Failed to open stream: No
a-file-er=dirgctory in php-wasm run script on line 3

bool(false)
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PHP Playground

PHP Playground let you to execute basic PHP code in real time using WebAssembly technology.

About PHP Playground?

Q < Request and Report Version: 8.3 Ul Theme: -9- HTML Preview

<?php

bool(false)

error_reporting(0);
var_dump(ft1ile_get_contents('not-exists.json')); —_
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Change language: | Japanese v
Submit a Pull Request  Report a Bug

ErrorException

(PHP 5 >=51.0, PHP 7, PHP 8)

I U &IC

class ErrorException extends Exception {

protected int $severity = E_ERROR;

26 DIXIV



2'7

%111 set_error_handler() ZEHA L. TF7—XvtE—IH5 ErrorException NDZE A

<?php
function exception_error_handler(int $errno, string $errstr, string $errfile = null, int $errline) {

if (!(error_reporting() & $errno)) {
// TOIZ—2—RH error_reporting ICEFNTIVIIMES

return;

}

throw new \ErrorException($errstr, 0, $errno, $errfile, $errline);

}

set_error_handler(exception_error_handler(...));
// PHP 8.1.0 KUgiD/N—3y, DFY F—#RcallableZ4E T 350iE BRESNSHIT. TROHUHUSHKLETT

// set_error_handler(__NAMESPACE__ . "\\exception_error_handler");

[* BINERESEET */

strpos();
7>
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PHP Playground

PHP Playground let you to execute basic PHP code in real time using WebAssembly technology.

About PHP Playground?

Q < Request and Report

O 00O NN O U & W N -

=
N B o

Version: 8.3 Ul Theme: 2 3 HTML Preview

<?php

set_error_handler(function (int $errno, string $errstr, string
if (!(error_reporting() & $errno)) {
// TOIS—I—RKH error_reporting [CEENTUVRIMES
return;

}

throw new \ErrorException($errstr, 0, $errno, $errfile, $e

r);

var_dump(file_get_contents('not-exists.json'));

Fatal error: Uncaught ErrorException: PHP Request Startup:
Failed to open stream: No such file or directory in php-wasm
run script:11 Stack trace: #0 [internal function]: {closure}(2,
'PHP Request Sta..., '‘php-wasm run sc...!, 11) #1 php-wasm
run script(11): file_get_contents('not-exists.json’) #2 {main}
thrown in php-wasm run script on line 11
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<7php

$v = file_get_contents('dzc

assert($v == false);
var_dump(json_decode($Vv));

falseHhSR> TR LS

C DHESR LR [CHERA /

on’);
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= 0 Q. repo:phpstan/phpstan-src __benevolent

Filter by 3 files (67 ms) in ~ phpstan/phpstan-src X
I <> Code 3 v resources/functionMap_php80delta.php
() lIssues 0 , L , . . . . .
175 date_sun_info' => ['__benevolent<array{sunrise: int|bool,sunset: int|bool,transit: int|bool,civ ype eSO Ver'
IV Pullrequests 3 229 '‘password_hash' => ['__benevolent<non-empty-string|false|null>', 'password'=>'string', 'algo'=>'s
L)) Discussions 0 245 'substr' => ['__benevolent<string|false>', 'string'=>'string', 'start'=>'int', 'length='=>'int'],
-0-  Commits 22
D Packages 0 v src/PhpDoc/TypeNodeResolver.php
] wikis 0 730 }
731
Paths 732 return new ErrorType();
733 } elseif ($mainTypeName === '__benevolent') {
(3 resources/ 734 if (count($genericTypes) === 1) {

O src/PhpDoc/ 735 } return TypeUtils::toBenevolentUnion($genericTypes[0]); I e St C O d e
736

[T tests/PHPStan/Analyser/data/

® More directories... .
v tests/PHPStan/Analyser/data/benevolent-union-math.php

Advanced 36 }

® Owner 37
38 /%%

* Symbol 39 * @return array<string, __benevolent<float|int|string|null>>|null
40 */

@ Exclude archived 41 private function getBenevolent(): ?array{

42 return rand(10) > 1 ? null : [];
(4 Advanced search
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O phpstan / phpstan Q Type (/] to search

<> Code () Issues 1k I7 Pull requests 19 C)) Discussions () Actions () Security [~ Insights

benevolent union docs #6440

Unanswered & staabm asked this question in Support

§ & staabm on Jan 22, 2022 edited ~

the article at https://phpstan.org/blog/union-types-vs-intersection-types describes union and intersection types.

phpstan also has a benevolent union type - which | don't know what it specifics are.

it would be great if the article could mention the benevolent union type and would describe what the difference is between benevolent
union and 'regular union'. maybe even show it with a small example?

If someone could give me some hints about the differences, | would also try to provide a PR to enhance the article.

(r2 © G2
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2 comments - 7 replies [ Oldest ] Newest Top

\}
& ondrejmirtes on Jan 22, 2022  Maintainer

PHPStan's BenevolentUnionType is mostly an implementation detail that's supposed to make some
situations less annoying. It can't be expressed in a PHPDoc and it isn't notable to most users.

I ® 5 replies
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Downloads Documentation | GetInvolved Help php?5.3

PHP Manual > Function Reference > Cryptography Extensions > Password Hashing « password

Password Hashing Functions

Change language: | English v
Submit a Pull Request  Report a Bug

password_hash

(PHP 5 >=5.5.0, PHP 7, PHP 8)
password_hash — Creates a password hash

Description

password_hash(string $password, string|int|null $algo, array $options = []): string

password_hash() creates a new password hash using a ¢ Changelog

Version Description

8.0.0 password_hash() no longer returns false on failure, instead a ValueError will be thrown if the
password hashing algorithm is not valid, or an Error if the password hashing failed for an unknown
error.

8.0.0 The algo parameter is nullable now.

7.4.0 The algo parameter expects a string now, but still accepts ints for backward compatibility.

7.4.0 The sodium extension provides an alternative implementation for Argon2 passwords.


https://www.php.net/manual/en/function.password-hash.php
https://www.php.net/manual/en/function.password-hash.php
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Downloads Documentation | GetlInvolved Help php?.3

PHP Manual » Function Reference > Text Processing > Strings » String Functions

Change language: | English v

Submit a Pull Request  Report a Bug

(PHP 4, PHP 5, PHP 7, PHP 8)
substr — Return part of a string

Description

substr(string $string, int $offset, ?int $length = null): string
Returns the portion of string specified by the offset and length parameters.

Changelog

Version Description

8.0.0 length is nullable now. When length is explicitly set to null, the function returns a substring
finishing at the end of the string, when it previously returned an empty string.

8.0.0 The function returns an empty string where it previously returned false.



https://www.php.net/manual/en/function.substr.php
https://www.php.net/manual/en/function.substr.php

Downloads Documentation ' GetInvolved Help phpS5.3

PHP Manual Function Reference Date and Time Related Extensions Date/Time Date/Time Functions

Change language: | English v

Submit a Pull Request  Report a Bug

date _sun_info

(PHP 5 >=51.2, PHP 7, PHP 8)
date_sun_info — Returns an array with information about sunset/sunrise and twilight begin/end

Description

date_sun_info(int $timestamp, float $latitude, float $longitude): array

Return Values

Returns array on success or false on failure. The structure of the array is detailed in the following list:
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43

__benevolent<>hHYBhONIzREEDOILHEBS (L ?

_NSOBEBIIERIRRE CfalseZ R I A[gEEN B B

51U EY)RIN A=Y ZE U TIRU LR IRYfalsehREINSD Z &7
DT, UL ULEICELEREZ T 2DIERE

PHP 8 Cfalsez R dXYICErrorBithrowsNad L3278 o7z

DIXIV



- benevolent<>o>TC
oRED>E<D?

DIXIV



45

@ PH PStan Home Try Documentation Blog Q Search

Try out PHPStan and all of its features here in the editor. Learn more about PHPStan »

1 <7php declare(strict_types = 1);

2
3

0 N O U

9

11

/** @return stringlfalse */
4 function strOrFalse() { return '"; } // @phpstan-ignore-line

/** @return __benevolent<stringlfalse> */
function benevolentStrOrFalse(): stringlfalse { return '"; } // @phpstan-ignore-line

$_ = strlen(strOrFalse());
10 $_ = strlen(benevolentStrOrFalse());

o Share

Level 9 v Strict rules Bleeding edge Treat PHPDoc types as certain

PHP 8.0 - 8.3 (1 error) PHP 7.2 - 7.4 (2 errors)

Line

Error

Parameter #1 $string of function strlen expects string, string|false given.
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@ PH PStan Home Try Documentation Blog Q Search

<?php declare(strict_types = 1);

/** @return __benevolent<stringlfalse> */
function getContents(string $path) {
return file_get_contents($path);

}

$_ = json_decode(file_get_contents('data.json"));
$_ = json_decode(getContents('data.json"));

S LwWwoo~NODCTUITPM~,OWDN -

—

«8 Share Level 9 v Strict rules Bleeding edge Treat PHPDoc types as certain
Found 1 error

Line Error

8 Parameter #1 $json of function json_decode expects string, string|false given.

ul
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README 42 MIT license V4

stable v2.5.0 § downloads 47.07 M | unstable 8.1.x-dev § license MIT § build passing Continuous Integration | failing
codecov @ 49%

Safe PHP

A set of core PHP functions rewritten to throw exceptions instead of returning false when an error is
encountered.

The problem

Most PHP core functions were written before exception handling was added to the language. Therefore,
most PHP functions do not throw exceptions. Instead, they return false in case of error.

But most of us are too lazy to check explicitly for every single return of every core PHP function.

// This code is incorrect. Twice. i
// "file_get_contents"” can return false if the file does not exist

// "json_decode" can return false if the file content is not valid JSON

$content = file_get_contents('foobar.json');

$foobar = json_decode($content);

—
* am——
—
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https://github.com/thecodingmachine/safe
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Safe PHP

A set of core PHP functions rewritten to throw exceptions instead of returning false when an error is
encountered.

The problem

Most PHP core functions were written before exception handling was added to the language. Therefore,
most PHP functions do not throw exceptions. Instead, they return false in case of error.

But most of us are too lazy to check explicitly for every single return of every core PHP function.

// This code is incorrect. Twice. i
// "file_get_contents" can return false if the file does not exist

// "json_decode" can return false if the file content is not valid JSON

$content = file_get_contents('foobar.json');

$foobar = json_decode($content);

The correct version of this code would be:

$content = file_get_contents('foobar.json'); 5
if ($content === false) {
throw new FilelLoadingException('Could not load file foobar.json');
b
$foobar = json_decode($content);
if (json_last_error() !== JSON_ERROR_NONE) {
throw new FilelLoadingException('foobar.json does not contain valid JSON: '.json_Ll
b

Obviously, while this snippet is correct, it is less easy to read.
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The solution

Enter thecodingmachine/safe aka Safe-PHP.

Safe-PHP redeclares all core PHP functions. The new PHP functions act exactly as the old ones, except
they throw exceptions properly when an error is encountered. The "safe" functions have the same name
as the core PHP functions, except they are in the Safe namespace.

use function Safe\file_get_contents; 5
use function Safe\json_decode;

// This code 1s both safe and simple!
$content = file_get_contents('foobar.json');
$foobar = json_decode($content);

All PHP functions that can return false on error are part of Safe. In addition, Safe also provide 2 'Safe'
classes: Safe\DateTime and Safe\DateTimeImmutable whose methods will throw exceptions instead of
returning false.
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— DOBIBIFileSystemExceptionZEthrowsd 3

260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279

* @throws FilesystemException

X
*/

v function file_get_contents(string $filename, bool $use_include_path = false, $context = null, int $offs

{

error_clear_last();
if ($length !'== null) {
$safeResult = \file_get_contents($filename, $use_include_path, $context, $offset, $length);
} elseif ($offset !== 0) {
$safeResult = \file_get_contents($filename, $use_include_path, $context, $offset);
} elseif ($context !== null) {
$safeResult = \file_get _contents($filename, $use_include_path, $context);

} else {

$safeResult = \file get _contents($filename, $use_include_path);
s
if ($safeResult === false) {

throw FilesystemException::createFromPhpError();

}

return $safeResult;
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PhpStorm(d/\> VU

<?php

use function Safe\file_get_contents;

function f(string $path): void

.{

echo file_get_contents($path);

-

YO ULEWMIINVEEST S

Unhandled Safe\Exceptions\FilesystemException

L Add PHPDoc comment with @throws tags .1+«

More actions...

L

y
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@ PHPStan Q

Bring your exceptions under control with @throws

May 12, 2021 - 8 min read

The most common detected bugs by PHPStan are:

e Calling unknown method on an object
e Accessing unknown property on an object
e Passing wrong types of arguments to methods and functions

Static analysers put @param and @return PHPDoc validation on the map, people have been
benefiting from those errors being reported for the past 4,5 years, and fixed a lot of typehints in
their own and third party codebases on the way.

But one aspect of the PHP language had been flying under the radar this whole time. Exceptions
can serve you well, but they can also wreak havoc in your codebase. Similarly to the PHP
andscape before static analysis came to it, the flow of exceptions throughout applications is still
argely unchecked. Developers forget to handle error states, catch expected exceptions, and that

eads to applications crashing in production.
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