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BHADODVWTWEWERH(PHPS)

function add($a, $b) {
return Sa + S$b;

}




55 (PHP7)

function add(int $a, int $b): int {
return Sa + S$b;

}

DIXIV



LWMie%E & B(IC T floath e

O EDDIRRETIS
HBM - AhE(Cfloat
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function add(float $Sa, float $b): float {
return Sa + S$b;

}




PHPDocOBFR(F /57— 3Y)

[ * *

* @param int|float Sa $3 CRS=5L18T3
* @param int|float S$b

* @return int|float
* /
function add($a, $b) {
return $Sa + Sb;

}




function add(int|float $a, int|float $b): int|float {
return Sa + S$b;

}
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PHP Static Analysis Tool

@ PH PStan Home Try Documentation Blog Q f ()

Meet The Next
Member of Your Team!

PHPStan finds bugs in your code without writing tests. It's open-source and free.

Get Started Try It Online

Find bugs before they reach -
prOdUCtion $1\//$ncgor/bin/hstan

PHPStan scans your whole codebase and looks for

JGLD GRS trICky bug& Even in those rarely Call to an undefined method App\Article::getName().
executed if statements that certainly aren't covered by If condition is always true.

tests.
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PHPStan & (X

o 2016ENSHEINTVLWDIPHPOERREEMTY—IU
e Ondrej MirtesTADEBATOI TR 2021FEHISTIVYA LBF

o HREILUMIIHIREFNEENT CIIR<ETRFIUDILIVIVZRBWVWBRIET
SRR ZEEIRLUTL

o IMIEILFFNERRIINT JAINT. LAY —TOVITIOMIEALYTLRD/
o FODOMDOPHPERYEEATY—)LICIEPsalm, Phan, Qodana(PhpStorm)
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PHPStanZ 14y A1k
2023

ﬁ > & AT A Tc@tadsan

PHPStan (PHP Static Analysis Tool) (Za— F#%
TETICRETZEASY—ILTT, AETIZELET 7V
r—a VICPHPStanZ AT 2 F TICHI A TE E X
WHIRZEIR L X 7,

ARICDOWTOMEIE nttps://scrapbox.io/php/
Kaigi2023 ICE EDHDTWVWBD T HETETALIEST L,

JA

PHPStan 3 AR GLRRF L D 1.9.xRICEWT, PHP 7.2
DI CHITTE £9, PHPStani

composer require --dev phpstan/phpstan \
phpstan/extension-installer

DEI a2y FTDA VA —=NVBEARTT,

7uYx 7 F)V— b Dphpstan.dist.neonll, BAF

a—F EDZ DR BWHAPRRINT VB39
ERWETH, FTIRBEREZRY T4 7TIEZ T,
PHPStaniz 7y 27 F 2 X HICBA LTV 2HDiE
HZDEEEZZEFL &),

ZDavwy F29479 % L phpstan-baseline.neon
EV) 7 PANVBERINET, RIFETRY T4 7T
ZEDIEB2EDY D TT I, TFunction xxx
not found. ¥ 'Constant XXX not found.J &\ o
7o L7 — 3R L TEAXRETY,

PHPStani3Fihl 23 E% L Ta— F2BTE 5 &9
ICEREF I NTWE T, FflZcomposer.jsonTautoload

DIREINTONIHBNICHEIT SN L HIck>Tw»
£9, A7V 7 FERITKICEBEEPTICERI N
RBERT FALDBENICIA ) PRI NEEAIE. W)
{7 74 V% composer.jsonPDautoload.files
2>, phpstan.dist.neon®bootstrapFiles|ZiBIN
LTL7ZZ v, 72 & 21XCodelgniter7’uy =7 b Th

I¥"vendor/codeigniterd/framework/system/

Test/bootstrap.php"ZEBIMT5DBIWTL &k 9,

SC, ZZTHE2TR—AFA4 7 74 )VIXinclude

S—
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ANN+BRE=8%RE

SSMHTATc W tadsan

< 6

PRSP T O DSDT I BRABENEDSDANZEDLSICHE >TSS TULL DD,

PHPICIZ$_GET/$_POSTD &S/ A—/\—- O—/V)LZEE N filter_var(), filter_input(/REDE. K7L —LT7—I7HBDAERE. &
RS XBAEDHBDET,

e GAEFETIRISONTIY I—RENY I TANREDRAEBHIBEZ TN T,

CDR =T TIFHTTPLARILTD AR HAZPHPHE SR >TVWEDD, EQKSICAMEBTE2ONELLBDOMN KX
DERICOVWTIBNULETS

Qu Ql

FIRSRIE /Ny — & BY

Ql
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PRSP T O DSDT I BRABENEDSDANZEDLSICHE >TSS TULL DD,

PHPLCL'Z _ f SR A—IN—2 O—)V)LZEE N filter_var(), filter_input()ZREDE . K7L —LT—VBOAELRE. &
£l GEET 1) JSONIYI— hénr._'Jath ' CORBRBEITVET,

G e
CDR~— 7'(‘3:HT|-P|/’\)|/T®]\|.

DBERICDOWTHENULET,
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Validation




Validation
Sanitize
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Validation

Sanitize
Escape
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/% IDMVSECEZENT */
function getByld(int $id): Article
{
/] RTTF—AIR—X|CEVEHDE
}
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$id =$ GETL'id’];
$article = getByld($id);
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$id =9 GET['id’1;

$article = getByld($id);
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RZLUEIESVSIREDL

o HIBAIXNEDOERINERNICEFT>TLVRL (mixed, TSOunknown/any)

o AUMIFTINIZERISEUESICERINIZXARICEDTLDH
(BABIMEOHUZELUEESICTypeErrorBN R WLWHEZLTZEELNINRLY)

¢ PHPTIEWAARECANSRIRUNIRE T

e X—/\—2'0—/\V)lL. eval. json decode(). unserialize ().
PDOStatement::fetch()
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// ?id[]=a
$ GET['id’]

7a7];
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// ?id[fool=bar
$ GET[L'id'] ===
| 'foo’ => 'bar’l;
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$id = (int)$ GET[’id’];
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// ?2id=32Xx
$id = (int)$ GET['id’];
$id === 32;
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if (is numeric($ GET[’id’])) {
throw new BadRequestException();

}
$id = (int)$ GETL'id’ 1;

DIXIV
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is_numeric()

Downloads Documentation | GetInvolved Help php?}.2

IS_numeric

,
I

N RS WANCA NS

HEE U EBHEUES

EE
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https://www.php.net/is_numeric
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BUERZN DX FF

PHP @ 3XFF) (&, int ¥ float & fi#%

PHP 8.0.0 UBEDEFRBMHARRIT TELOED T B 123

WHITESPACES  \s*

LNUM
DNUM

[0-9]+

([O-91%)[\.JALNUM}) | ({LNUM}[\.][0-9]*)
EXPONENT_DNUM  (({LNUM} | {DNUM}) [eE][+-]17 {LNUM})

RCED IR BUEERIEINET,

TERERAT

1.844674407371E+]1]

INT_NUM_STRING {WHITESPACES} [+-]7 {LNUM} {WHITESPACES}

FLOAT_NUM_STRING {WHITESPACES} [+-]?7 {EXPONENT_DNUM} {WHITESPACES}

NUM_STRING  ({INT_NUM_STRING} | {FLOAT_NUM_STRING})

PHP (& 7

5IRFED

CRD 535 F S #BU

EfZT

DX FFEWSHR2HFF > TU\E

. TORICERDXFH\ K XFHTY,

9, Child. #Y

BN DXF5HY
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https://www.php.net/manual/language.types.numeric-strings.php
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// ?2id=1.23
if (is numeric($ GET['id’'])) {
throw new BadRequestException();

}
$id = (int)$ GETL'id’ 1;
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Int|false

$id = filter var(
$ GET['id'] ?27? ",
FILTER VALIDATE INT
);




|

$id = filter var( ntlfalse
$ GETLid'] 2?27?27,
FILTER VALIDATE INT,
['options’ => [

‘'min range’ => 1,

11);




—__ CI2OHmK<
https://phpstan.org/tr
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filter var()

filter _var

(PHP 5 >= 5.2.0, PHP 7, PHP 8)
filter var— I 8E LI 74 TCT—9 % T4 I)ILY )T T3

value

745V 203 BE, [BZT710ILF YT T BHEIC. REFMIC XFINNDEE NMfThnd Z &IERL
FU &5

filter
BWRAIZ70ILTDID. 747 DB (T, FIBTEZT74ILYD—EEMHD FT,
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@ =\ ITConversations

. : | ]
A Conversations Network Channel

Rasmus Lerdorf
Yahoo

PHP on Hormones i

MySQL Conference
44 minutes, 20.5mb, recorded 2007-04-26
Topics: Software Development

Download Audio

In 1993, when Rasmus first saw the Mosaic Web browser, he knew that the Internet would
be the platform of choice. But his employer, a Brazilian company, did not pay heed so he
quit to return to Canada to do consulting work. During this six-month period, he found
himself repetitively writing the same CGI programs in C. To avoid repetition, he collected
his library of C programs and added a template parser that parsed HTML and made calls to
his C routines. Thus was born the first version of PHP.

Rasmus believes there are four kinds of programmers. First, the pragmatic ones who are
just after solving their own problems. The second kind finds programming as a means of
self-expression, like an artist finds self-expression in his art-work. The third are the real programmers who
enjoy programming for its own sake because it creates a hormone called oxytocin in them, and the fourth
are the open source zealots who wish to change the world. He claims to be of the first kind. He programs to
solve his problem and then moves on. He confesses that he created PHP purely to serve his own interest, to
solve his own set of problems. He made the source publicly available so others could benefit from it. That set
the ball rolling. Today, PHP runs a considerable number of some of the largest websites on the planet.
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o HDHRICLFI1FTAOEENZVNIITTHAMNZIT TS
o TEENFlash&EHAdobe Reader&EMNUTF-7TEMNEHD LD
o BEMNIIJIEIERERITIENTULS, FFICXSSH7/\1,JSEITTINE»D,
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HIVEVDPHP (183#)

o HHDARICTLF1 T DEENZWVNIITTFAENZITETD

e [E&NFlash&MAdobe ReaderEMNUTF-7EMNEDMLIDILL)

o EIZEMVITIEFTERISIBN TS FFICKXSSHY /N1 ISEITTINE» D,
o T=HhofilterFABUE>7TzL | HZHA X ITNIFHEXTICXSSHEC 780N |
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SHEEVNCESE

4 PHP Advent Calendar 2022 24HH
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BELRAHABEOHTMLIR T —7Z2&4BUTRES
A AY7)Y))

PHP xss
RREHH 20234F04H813H #%#EH 2023%F01H01H

XY= YZRIYR | BREPHPEEUVATEIMN? T
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PHP xss
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